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1. Purpose
The purpose of the document is to provide secure coding guidance and best practices for
developers to create software that is resilient against security vulnerabilities and threats.

This document serves several critical purposes:

1. Promoting Security Awareness: The document educates developers about the
importance of secure coding principles, practices, and raises awareness about potential
security risks associated with coding practices.

2. Preventing Security Vulnerabilities: It outlines specific measures and techniques to
prevent common security vulnerabilities, such as injection attacks, cross-site scripting,
and authentication issues.

3. Facilitating Consistency: It establishes a set of uniform coding standards and
practices, enabling a consistent and secure approach to software development across
teams and projects.

4. Enhancing Code Quality: By incorporating security considerations into the
development process, the document aims to improve the overall quality of the codebase,
reducing the likelihood of security incidents.

5. Mitigating Risks Early: It encourages developers to address security concerns at the
earliest stages of development, reducing the likelihood of costly security breaches later
in the software lifecycle.

6. Supporting Code Reviews and Audits: The document serves as a reference for
conducting code reviews and security audits, allowing teams to evaluate code against
established security criteria.

7. Facilitating Training and Onboarding: It provides a foundational resource for training
new developers and serves as a reference for experienced developers to refresh their
knowledge on secure coding practices.

8. Adapting to Emerging Threats: The document can be updated and expanded over
time to address new and evolving security threats, ensuring that developers stay
informed about the latest best practices.

9. Fostering a Security-Centric Culture: The document helps cultivate a culture of
security awareness within the development team, encouraging a proactive approach to

security throughout the development process.
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Overall, the document on secure coding guidelines is a critical resource for developers and
teams to build software that not only functions effectively but also withstand the challenges

posed by a dynamic and ever-evolving security landscape.

2. Procedure Compliance
2.1 Checklist
Before starting any development work, developers must:

[0 Review the security requirements for the feature
O Identify potential security risks

O Check if sensitive data will be handled

[ Verify access permissions are correctly configured
OO0 Ensure development environment is secure

0 Review relevant OWASP Top 10 vulnerabilities

O Complete pre-development security assessment

2.2 Development Workflow
Mandatory Steps:
1. Create Feature Branch
git checkout -b feature/secure-payment-processing
2. Follow Secure Coding Standards (See Section 6)
3. Write Secure Code with proper input validation and error handling
4. Test Security (See Section 4)
5. Code Review - All code must be reviewed by at least one senior developer
6. Security Scan - Run automated security scanning tools
7. Documentation - Update security documentation if needed

2.3 Approval Process

All code changes require: - Peer code review - Security review (for

sensitive features) - Automated security scan passing - All tests passing -
Documentation updated

Example Workflow:

Developer — Code Review — Security Review — Automated Scan — Merge Approval — D
eployment
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2. Secure Practices
Secure coding is the practice of writing code in a way that minimizes security vulnerabilities

and reduces the potential for security breaches. Its importance lies in several key areas:

+ Preventing Exploits: Secure coding helps prevent common attack vectors like SQL
injection, cross-site scripting (XSS), and buffer overflows. By following secure coding
practices, developers can reduce the likelihood of these vulnerabilities being exploited.

* Protecting Sensitive Data: Secure coding ensures that sensitive information, such as
user credentials or financial data, is handled and stored securely. This safeguards
against data breaches and the exposure of private information.

* Maintaining Software Integrity: Secure code helps maintain the integrity of the
software by preventing unauthorized modifications or tampering. This is crucial for
protecting the trust and reliability of the software.

+ Mitigating Financial Losses: Security breaches can lead to substantial financial losses
due to costs associated with incident response, legal liabilities, and reputational damage.
Secure coding helps mitigate these potential financial risks.

+ Meeting Compliance and Regulatory Requirements: Many industries have specific
regulatory requirements governing the security of software applications. Adhering to
secure coding practices ensures compliance with these standards.

* Building User Trust: Users and customers are more likely to trust and use software that
is known to be secure. Secure coding practices contribute to a positive user experience
and foster trust in the software and the organization behind it.

» Avoiding Business Disruption: Security breaches can lead to downtime, service
disruptions, and loss of business continuity. Secure coding helps prevent these
disruptions, ensuring that the software remains available and reliable.

+ Safeguarding Reputations: A security breach can severely damage an organization's
reputation. Secure coding helps protect the reputation and brand image of both the
software and the organization that develops it.

* Reducing Legal Liabilities: In the event of a security breach, organizations may face
legal liabilities, fines, or lawsuits. Secure coding practices help minimize legal exposure

and demonstrate due diligence in protecting user data.
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+ Supporting Incident Response Efforts: Well-written and secure code facilitates
effective incident response in the event of a security breach. It allows teams to quickly
identify and mitigate vulnerabilities.

+ Adapting to Evolving Threats: The threat landscape is constantly changing, with
new vulnerabilities and attack techniques emerging. Secure coding practices help

developers stay vigilant and adapt to evolving security challenges.

In summary, secure coding is fundamental to building robust and trustworthy software. It's
an essential component in safeguarding against a wide range of security threats and

ensuring the overall integrity and reliability of software applications.

3. Coding Principles
Below are the comprehensive list of coding best principles that every developer should be

familiar with:

+ Single Responsibility Principle (SRP): Each class or module should have only one
reason to change, focusing on a single responsibility.

» Open/Closed Principle (OCP): Code entities (like classes) should be open for
extension but closed for modification, allowing for easy extension without altering
existing code.

+ Liskov Substitution Principle (LSP): Subtypes should be substitutable for their base
types, meaning derived classes should be usable in place of their base classes without
altering the correctness of the program.

+ Interface Segregation Principle (ISP): Clients should not be forced to depend on
interfaces they don't use. Create smaller, more specific interfaces rather than a large,
generic one.

+ Dependency Inversion Principle (DIP): High-level modules should not depend on
lowlevel modules. Both should depend on abstractions (e.g., interfaces). This
encourages loose coupling and flexibility.

+ DRY (Don't Repeat Yourself): Avoid duplicating code. Instead, use functions, classes, or
modules to encapsulate repeated logic.

+ KISS (Keep It Simple, Stupid): Keep code simple, clear, and easy to understand. Avoid

unnecessary complexity.

© 2025 NPCI, all rights reserved



Coding Principles & Practices — Secure, Quality, Performance

* YAGNI (You Ain't Gonna Need It): Only implement features or functionality when you
actually need them, not based on speculative future requirements.

+ Separation of Concerns: Divide your program into distinct sections, each responsible
for a specific part of the functionality (e.g., Ul, business logic, data storage).

+ Avoid Magic Numbers and Strings: Use constants or enumerations instead of
hardcoding numerical or string values to improve code readability and maintainability.

+ Fail Fast: Detect and report errors as soon as they occur to prevent further issues down
the line.

+ Code Reviews and Collaboration: Regularly review code with colleagues to catch
issues, share knowledge, and ensure adherence to coding standards.

+ Documentation: Provide clear and concise comments, documentation, and code
explanations to make it easier for others (and your future self) to understand the code.

+ Testing and Test-Driven Development (TDD): Write tests to ensure code correctness
and reliability. Consider using TDD to guide the development process.

» Version Control and Git Flow: Use version control systems like Git to manage code
changes, branches, and releases effectively.

* Performance Optimization (When Necessary): Optimize code for performance only
when it's necessary. Premature optimization can lead to complexity and reduced
maintainability.

» Security Best Practices: Follow secure coding practices to protect against common
security vulnerabilities like injection attacks, XSS, and CSRF.

+ Clean Code Principles (from Robert C. Martin's "Clean Code"): Includes concepts like
meaningful names, small functions, minimal comments, and more to write code that is
easy to read and understand.

+ Concurrency and Multithreading Best Practices (if applicable): Guidelines for writing

code that handles concurrent access to resources in a safe and efficient manner.

These principles are foundational to writing high-quality, maintainable, and efficient code.
Keep in mind that while these are best practices, they may need to be adapted based on

specific project requirements and constraints.
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4. Coding Practices

The below are the key coding best practices that developers should follow:

* Meaningful Naming: Use descriptive and meaningful names for variables, functions,
classes, and other identifiers to improve code readability and understandability.

+ Consistent Formatting: Adopt a consistent code style, including indentation, line
length, and naming conventions. This makes the codebase easier to read and maintain.

* Modularization and Separation of Concerns: Break down complex tasks into smaller,
manageable modules or functions. Each module should have a single responsibility.

+ Comments and Documentation: Include clear and concise comments to explain
complex logic, algorithms, or important decisions. Document interfaces and APIs for
easy consumption by others.

+ Avoid Hardcoding Values: Use constants or configuration files for values that may
change, making it easier to update and maintain the code.

» Error Handling: Implement appropriate error handling to gracefully handle exceptions
and failures. Provide meaningful error messages to aid in debugging.

* Avoid Magic Numbers and Strings: Replace hardcoded numbers or strings with
named constants or variables to improve code readability and maintainability.

+ Avoid Global Variables: Minimize the use of global variables as they can lead to
unexpected behavior and make code harder to debug.

+ Optimize for Readability, Not Cleverness: Write code that is easy to understand, even
if it means sacrificing clever or intricate solutions.

+ Code for Change: Write code that is flexible and easy to modify, anticipating that
requirements may evolve over time.

+ Destructuring and Unpacking (where applicable): Use destructuring to extract values
from data structures like arrays or objects, improving code conciseness and readability.

+ Avoid Deep Nesting: Limit the depth of nested blocks (loops, conditionals) to improve
code readability and maintainability.

+ Keep Functions and Methods Short: Aim for functions and methods that do one thing

and do it well. Shorter functions are easier to read and understand.
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+ Avoid Premature Optimization: Focus on writing clear, correct, and maintainable code
before optimizing for performance.

+ Use Design Patterns (where applicable): Apply well-known design patterns to solve
common problems, improving code maintainability and scalability.

» Security Best Practices: Follow secure coding practices to protect against common

security vulnerabilities like injection attacks, XSS, and CSRF.

These best practices are guidelines and should be applied based on the specific context and

requirements of your projects.

5. Performance Practices
Below are the key performance coding best practices to help optimize code for speed and

resource efficiency:

+ Use Efficient Data Structures and Algorithms: Choose the right data structures (e.g.,
arrays, lists, maps) and algorithms (e.g., sorting, searching) for the task at hand.
* Minimize Database Queries: Avoid making unnecessary or redundant queries to the

database. Use techniques like caching or batching where applicable.

+ Optimize Loops and lterations: Avoid nested loops and consider using algorithms with

lower time complexity when processing large datasets.

+ Avoid Unnecessary Resource Allocation: Be mindful of creating unnecessary objects,

arrays, or resources. Reuse existing resources when possible.

+ Avoid String Concatenation in Loops: Instead of concatenating strings in a loop, use
StringBuilder or equivalent data structures for string manipulation.

+ Limit API Calls and Network Requests: Minimize the number of API calls or network
requests by batching operations or utilizing asynchronous programming techniques.

» Avoid Blocking Operations in Single-Threaded Environments: In single-threaded
environments, be cautious of long-running or blocking operations that can degrade
overall performance.

+ Use Indexing in Databases: Ensure that databases are properly indexed to speed up

query execution times, especially for large datasets.
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+ Leverage Caching: Implement caching mechanisms (e.g., in-memory caches, Redis) to
store frequently accessed data and reduce redundant computations.

+ Lazy Loading of Resources: Load resources (e.g., images, scripts) on-demand rather
than upfront to improve initial page load times.

+ Compress Data for Transmission: Use compression algorithms (e.g., GZIP) to reduce
the size of data sent over the network, improving load times.

+ Minimize JavaScript and CSS Files: Concatenate and minify JavaScript and CSS files
to reduce the number of HTTP requests and decrease load times.

+ Optimize Images and Multimedia: Use compressed image formats and reduce file
sizes where possible. Consider lazy loading images and using responsive images.

+ Avoid Synchronous Code in 10-Intensive Operations: In I0-bound tasks, consider
using asynchronous programming patterns to allow other tasks to continue processing.

+ Use Web Workers for CPU-Intensive Operations (Web Development): Offload
CPUintensive tasks to web workers to prevent blocking the main thread and improve
responsiveness.

* Profile and Monitor Performance: Use profiling tools and performance monitoring to
identify bottlenecks and areas for optimization.

* Avoid Excessive Logging: Be cautious with excessive logging, especially in production
environments, as it can impact performance.

+ Optimize Memory Usage: Minimize memory leaks and unnecessary memory
allocations. Use memory-efficient data structures and dispose of resources
appropriately.

+ Keep External Dependencies Updated: Ensure that libraries and dependencies are up
to date, as newer versions often come with performance improvements.

Regular performance testing and profiling are crucial to identifying areas for improvement.

6. Coding Standards
Coding standards is essential for writing clean, consistent, and maintainable code. Here are

some important coding standards that every developer should be aware of:
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* General Coding Standards: These cover fundamental principles applicable to all
programming languages. Examples: Meaningful variable names, consistent indentation,
proper use of whitespace.

+ Language-Specific Coding Standards: Each programming language has its own set of
conventions and best practices.

+ Performance Coding Standards: Practices that aim to optimize code for speed and
resource efficiency. Examples: Avoiding unnecessary loops, minimizing database
queries, optimizing algorithms.

* Object-Oriented Programming (OOP) Standards: Guidelines for writing code in an
object-oriented manner. Examples: Proper use of classes, interfaces, inheritance, and
encapsulation.

+ Error Handling Standards: Best practices for handling exceptions and errors in code.
Examples: Graceful error messages, appropriate logging, avoiding silent failures.

+ Documentation Standards: Practices for documenting code, including comments,
docstrings, and external documentation. Examples: Clear and concise comments, API
documentation, README files.

+ Concurrency and Multithreading Standards (if applicable): Guidelines for writing code
that handles concurrent access to resources safely. Examples: Proper use of locks,
avoiding race conditions, thread safety.

+ Design Pattern Standards: Best practices for applying common design patterns to

solve specific problems. Examples: Singleton, Factory, Observer, etc.

+ Accessibility Standards (for web development): Practices for making web content
accessible to individuals with disabilities. Examples: Proper use of HTML semantics,
ARIA attributes, providing alt text for images.

+ Internationalization (i18n) and Localization (110n) Standards (for global applications):
Guidelines for building applications that can be easily adapted for different languages
and regions.

Adherence to coding standards helps create code that is consistent, readable, and

maintainable, which is crucial for team collaboration and long-term success of a project.

Below subsequent sections detail each aspect with guidelines and best practices.
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7. Coding for Observability
Observability in software development refers to the ability to understand and gain insights
into the internal workings of a system by examining its outputs. Here are the best coding

practices for observability:

* Instrumentation with Metrics:
- Use libraries or frameworks to instrument your code with metrics. Track key
performance indicators (KPIs) like response times, error rates, and resource usage.
» Logging with Contextual Information:
- Log relevant contextual information along with log messages. This helps in
identifying the context of the log entry and aids in troubleshooting.
»  Structured Logging:
- Use structured logging formats (e.g., JSON or key-value pairs) to make logs more
machine-readable. This facilitates easy querying and analysis.
» Error Handling and Reporting:
- Implement robust error handling mechanisms and ensure that error information (such
as error codes and stack traces) is captured and reported.

+ Distributed Tracing:

- Implement distributed tracing to monitor the flow of requests across different
services. This helps in identifying bottlenecks and latency issues.

* Use Standardized Naming Conventions:
- Follow consistent and descriptive naming conventions for logs, metrics, and other
observability artifacts. This makes it easier to correlate information.
+ Tagging and Labelling:
- Apply tags or labels to logs, metrics, and traces to provide additional context. Tags
help in grouping and filtering data for analysis.
* Alerting and Monitoring Thresholds:
- Define meaningful alerting thresholds based on service-level objectives (SLOs) and
service-level indicators (SLIs). Ensure that alerts are actionable.

+ Automated Testing for Observability:

- Include tests for observability as part of your automated testing suite. This ensures

that metrics, logs, and traces are consistently captured.
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» Use Aggregation and Visualization Tools:
- Utilize observability tools and platforms (e.g., Prometheus, Grafana, ELK stack) to

aggregate and visualize data for monitoring and analysis.

8. Code Build Integrity

Ensuring the integrity of a build is crucial for maintaining the security and trustworthiness of
software. Here are some coding best practices for signing and validating the integrity of
builds:

» Code Signing Certificates:
- Obtain a code signing certificate from a reputable Certificate Authority (CA) to
sign your code.
* Automate the Build Process:
- Implement automated build processes that include code signing as part of the
workflow. This ensures consistency and reduces human error.
« Store Signing Keys Securely:
- Safeguard private keys used for code signing in a secure and restricted
environment. Avoid storing them in version control systems.
* Implement a Signing Script:
- Create a script that handles the code signing process. This script should use the
private key to sign the build artifacts.
» Verify Signatures During Installation:
- During the installation process, verify the signature of the build to ensure it hasn't
been tampered with.
* Include a Version Number in Signed Builds:
- Embed version information in signed builds to help track and verify the
authenticity of different releases.
« Timestamp Signatures:
- Use a timestamp server when signing to ensure that the signature remains valid
even after the certificate expires.

+ Perform Integrity Checks:
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- Implement integrity checks on the build artifacts. This can include checksum
verification or cryptographic hashes to detect any changes.

* Maintain an Audit Trail:
- Keep a record of signed builds, including who signed them, when they were

signed, and any other relevant information.
* Revoke Compromised Certificates:
- If a private key or certificate is compromised, immediately revoke it and generate
a new one.
* Regularly Rotate Keys and Certificates:
- Periodically update signing keys and certificates to mitigate risks associated with
long-lived credentials.
* Educate Development and Operations Teams:
- Ensure that the development and operations teams are aware of the importance
of code signing and the proper procedures for handling signing keys.

* Implement Secure Update Mechanisms:

- If applicable, ensure that the software can securely update itself, including
verifying the integrity of downloaded updates.
« Perform Security Audits:
- Regularly review and audit the code signing process to identify and address any

potential vulnerabilities or weaknesses.

9. Container Security
Securing containers is crucial to ensure the safety of applications and their environments,

the key best practices for coding and configuring container security:

+ Start with a Secure Base Image:
- Begin with a minimal and trusted base image from a reputable source. Avoid using
generic or unknown base images.
* Regularly Update Images and Packages:
- Keep container images and their underlying operating systems up-to-date to patch
vulnerabilities and apply security updates.

* Implement Role-Based Access Control (RBAC):
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- Apply the principle of least privilege by restricting access to containers and resources
to only those who need it.

Minimize Attack Surface:

- Remove unnecessary services, tools, and libraries from the container image to
reduce potential vulnerabilities.

Use Container Scanning Tools:
- Implement container vulnerability scanning tools to identify and address security

issues in your images.

Apply Security Patches and Updates:

- Keep the container runtime, host OS, and any software packages used in the
container image updated to address known vulnerabilities.

Utilize Security Features of the Container Runtime:
- Leverage features like seccomp, AppArmor, and SELinux to restrict the capabilities of
running containers.

Enforce Resource Constraints:

- Set resource limits (CPU, memory) for containers to prevent resource exhaustion
attacks.

Isolate Containers with Network Policies:

- Implement network policies to control traffic between containers and external
resources.

Monitor Container Behavior:

- Use container runtime security tools to monitor container behavior for signs of
suspicious activity.

Use Secure Communication Protocols:

- Ensure that containers communicate over secure channels, especially when dealing
with sensitive data.

Implement Secrets Management:

- Use a secure secrets management tool to handle sensitive information like
passwords, API keys, and certificates.

Implement Container Image Verification:

- Sign and verify container images to ensure they haven't been tampered with.

Enforce Image Validations:
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- Apply policies that validate the integrity and authenticity of container images before
deployment.

* Implement Runtime Security Policies:

- Use tools and platforms that allow you to define and enforce security policies at
runtime.
* Regular Security Audits and Penetration Testing:
- Conduct regular security audits and penetration tests to identify and address
vulnerabilities in your containerized environment.

+ Keep Abreast of Security Best Practices:
- Stay informed about the latest container security best practices and apply them to

your environment.

* Implement Container Security Policies in CI/CD Pipelines:

- Integrate security checks for containers into your CI/CD pipeline to catch

vulnerabilities early in the development process.

10. Coding Obfuscation

Code obfuscation serves two primary purposes:

»  Security Enhancement:

- The primary purpose of code obfuscation is to increase the security of a software
application. It makes it more difficult for attackers to understand and reverseengineer
the source code.

» Intellectual Property Protection:
- Code obfuscation helps protect intellectual property by making it challenging for

competitors or unauthorized parties to replicate or steal the original code.
Performance Constraints on Code Obfuscation:

» Execution Overhead:
- Obfuscated code can have a slight performance overhead due to the additional
operations introduced during the obfuscation process. This may result in slightly

slower execution times.

* Increased Memory Consumption:

© 2025 NPCI, all rights reserved



Coding Principles & Practices — Secure, Quality, Performance

NeGl

- Obfuscated code may require more memory due to additional data structures or

operations introduced to confuse reverse engineers.
»  Complexity Trade-off:

- The level of obfuscation applied should strike a balance between security and
performance. Aggressive obfuscation can lead to excessive overhead, potentially
impacting performance negatively.

+ Compatibility Concerns:

- Some obfuscation techniques might not be compatible with all platforms or runtime

environments. Compatibility testing may be required.
» Debugging Challenges:
- Obfuscated code can be more challenging to debug, which may impact development

and testing timelines.

* Build and Compilation Times:
- The obfuscation process can add time to the build and compilation process,
particularly for large and complex applications.
* Maintenance Overheads:
- Obfuscated code can be more difficult to maintain and update, as it may be less
readable and require specialized knowledge of the obfuscation techniques used.
» Code Size Increase:
- Obfuscation can result in larger binary sizes, which may impact download times and
storage requirements.
» Potential Conflicts with Optimization:
- Some obfuscation techniques may conflict with certain compiler optimizations,

leading to suboptimal performance.

It's important to carefully assess the trade-offs between security and performance when
deciding on the level of obfuscation to apply. The specific constraints will vary based on the
nature of the application, the obfuscation techniques used, and the targeted platform or

environment.

11. Authentication and Authorization

e User Authentication and Authorization:
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- User Authentication Guidelines:
0 Implement strong password policies, including requirements for length,
complexity, and regular password updates.
0 Encourage the use of strong, unique passwords and provide guidance on
password storage and encryption.
0 Consider implementing additional authentication factors (e.g., biometrics,
hardware tokens) for added security.
- Authorization Mechanisms:
0 Enforce the principle of least privilege, ensuring that users only have the
access rights necessary to perform their tasks.
0 Implement role-based access control (RBAC) or attribute-based access
control (ABAC) systems to manage user permissions.
0 Regularly review and update authorization policies to align with changing
organizational needs and roles.

- Secure Password Storage:
0 Use strong cryptographic hashing algorithms (e.g., bcrypt, Argon2) for

password storage.
0 Salt passwords before hashing to add an extra layer of security against
rainbow table attacks.
+ Password Policies, Multi-Factor Authentication, and Session Management:
- Password Policies:
0 Setand enforce minimum password length, complexity requirements, and
expiration periods.
0 Educate users on creating and maintaining secure passwords, and provide
tools for password strength assessment.
- Multi-Factor Authentication (MFA):
0 Promote and facilitate the use of MFA for all user accounts, especially for
sensitive or privileged operations.
0 Support various MFA methods, including one-time codes, hardware tokens,
and biometric authentication.

- Session Management:
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0 Implement secure session handling practices, including unique session
tokens and secure cookie settings.

0 Enforce session timeout mechanisms to automatically log out inactive users,
reducing the risk of session hijacking.

- Token-based Authentication:

0 Consider implementing token-based authentication (e.g., JWTs) for stateless

and secure authentication in web applications.
- Security Notifications:

0 Provide users with notifications for account activity, especially for actions that
could impact security (e.g., password changes, login attempts from new
devices).

- Password Recovery and Reset:

0 Implement secure password recovery mechanisms, such as using multi-step

verification or sending reset links with limited-time validity.
- Logging and Monitoring:
0 Log authentication and session-related events for auditing and to detect

suspicious activities.

These guidelines collectively aim to fortify the authentication and authorization processes,
making it significantly harder for unauthorized users to gain access to sensitive information
or perform malicious actions within the application. They form a crucial foundation for overall

application security.

12. Input Validation and Output Encoding
The best practices for validating and sanitizing user input to prevent injection attacks, as well

as recommendations for encoding output to prevent XSS attacks as follows

« Validating and Sanitizing User Input:

- Input Validation:

0 Always validate user input on both client and server sides. Client-side
validation provides a better user experience, while server-side validation is

essential for security.

0 Use whitelist validation, allowing only known, expected values and formats.
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0 Reject or sanitize input that does not meet validation criteria.
- Parameterized Queries (SQL):

0 Prefer parameterized queries or prepared statements over string
concatenation when executing SQL queries. This helps prevent SQL injection
attacks by ensuring that user input is treated as data, not executable code.

- Escaping and Sanitizing (HTML, JavaScript, etc.):

0 Use proper escaping functions or libraries to encode special characters in
user-generated content before rendering it in HTML, JavaScript, or other
contexts.

0 Avoid using dangerous HTML tags or attributes, and use libraries or
frameworks that automatically escape user-generated content.

- File Uploads:

0 If the application allows file uploads, enforce strict validation for file types and
perform server-side checks for file content and size.

0 Store uploaded files in a separate directory with restricted access
permissions.

- Regular Expression Input Validation:

0 Be cautious when using regular expressions for input validation, as they can
be vulnerable to bypass or denial-of-service attacks. Use well-tested and
secure regex patterns.

- Content-Type Headers:

0 Validate and enforce correct Content-Type headers for HTTP requests to

ensure that data matches the expected format.
- Encoding Output to Prevent XSS Attacks:
- Context-Aware Output Encoding:

0 Determine the context in which user-generated content will be displayed
(e.g., HTML, JavaScript, CSS) and use the appropriate encoding method
(e.g., HTML entities, JavaScript escaping) for that context.

- Content Security Policy (CSP):
0 Implement CSP headers to restrict the sources from which content, including

scripts, can be loaded. This helps mitigate the impact of XSS attacks.
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Avoid Inline JavaScript:
0 Minimize the use of inline JavaScript and prefer external scripts. If inline
scripts are necessary, use nonce or hash-based CSP directives.
- Use Security Headers:
0 Implement security headers like X-Content-Type-Options, X-Frame-Options,
and Strict-Transport-Security to provide additional layers of protection.
- Sanitize Rich Text and Markup:
0 If the application allows user-generated HTML or rich text, use a trusted

library or sanitizer to strip or neutralize potentially malicious elements and

attributes.
- Avoid Dynamic Code Execution:
0 Do not execute dynamic code generated from user input, as this can lead to
injection vulnerabilities.
- Regularly Update Libraries and Frameworks:
0 Keep libraries and frameworks up to date to benefit from the latest security

features and patches.

13. Data Protection and Encryption

Here are the guidelines for protecting sensitive data at rest and in transit, as well as best
practices for using encryption algorithms and key management:

* Protecting Sensitive Data:

- Data Classification:

0 Classify data based on sensitivity (e.g., public, internal, confidential) to determine
the level of protection required.

- Data Encryption at Rest:

0 Use strong encryption algorithms (e.g., AES-256) to encrypt data stored on disk
or in databases.

0 Ensure that encryption keys are securely managed and stored separately from
the data.

- Access Controls:
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Implement robust access controls and authentication mechanisms to restrict
access to sensitive data based on user roles and privileges.

Data Masking and Redaction:

Implement data masking or redaction techniques to conceal sensitive information
when it's displayed or accessed by unauthorized users.

Secure Data Disposal:

Use secure deletion methods when data is no longer needed to prevent
unauthorized recovery.

Database Security:

Apply database-specific security measures such as encryption of data in transit
between the application and database, and securing database connections using
TLS/SSL

File Encryption:

Encrypt sensitive files and documents before storing them, and ensure that
decryption keys are securely managed.

Secure Configuration Management:

Regularly review and update security configurations to ensure that sensitive data

remains protected as the application evolves.

» Encryption Algorithms and Key Management:

0

Strong Encryption Algorithms:

Use widely recognized and strong encryption algorithms like AES, RSA, and
ECC for both data in transit and at rest.

Key Length and Complexity:

Select appropriate key lengths based on the encryption algorithm being used.
Longer keys provide higher security.

Generate keys using cryptographically secure random number generators.
Key Rotation:

Regularly rotate encryption keys to mitigate the impact of compromised keys.
Follow industry-recommended key rotation practices.

Key Escrow and Recovery:
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0 Implement key escrow mechanisms to ensure that critical encryption keys can be
recovered in case of emergencies or key loss.
- Secure Key Storage

0 Store encryption keys in secure, dedicated hardware or key management

systems. Avoid hardcoding or storing keys in source code.
- Secure Transmission of Keys:

0 Use secure channels (e.g., TLS/SSL) to transmit encryption keys between
systems.

- Two-Factor Authentication for Key Access:

0 Implement two-factor authentication for accessing critical key management
systems to add an extra layer of security.

- Regular Security Audits:

0 Conduct regular security audits and penetration testing to evaluate the
effectiveness of encryption and key management practices.

- Compliance with Standards:

0 Ensure that encryption practices align with industry-specific compliance

standards and regulations (e.g., GDPR, HIPAA, PCI DSS).

14. Error Handling and Logging:
The recommendations for proper error handling to prevent information leakage, as well as

logging best practices for auditing and debugging purposes are as follows

* Proper Error Handling to Prevent Information Leakage:

- Use Generic Error Messages:
0 Provide user-friendly error messages that do not disclose specific details about
the internal workings of the application or the underlying technologies.
- Log Errors Internally:
0 Log detailed error messages internally for debugging purposes, but ensure that
these logs are not exposed to end-users.

- Avoid Stack Traces in Production:
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0 Configure the application to display custom error pages or messages in

production environments instead of exposing detailed stack traces.
- Use Error Codes:

0 Implement error codes that can be logged and used for internal reference, while

presenting user-friendly messages to the end-users.
- Handle Unexpected Errors:

0 Implement a catch-all mechanism to handle unexpected errors gracefully,
providing a generic error message to users while logging detailed information for
internal review.

- Avoid Revealing Sensitive Information:

0 Ensure that error messages do not contain sensitive information, such as

database connection strings, API keys, or stack trace details.
- Implement Rate Limiting:

0 Implement rate limiting to prevent attackers from launching brute-force or

enumeration attacks by causing predictable error responses.
- Customized Error Pages:

0 Create custom error pages that maintain the application's branding and user

experience while avoiding the disclosure of sensitive information.
- Monitor Error Logs:

0 Regularly review error logs to identify patterns or recurring issues that may

require investigation and resolution.

Logging Best Practices for Auditing and Debugging:
- Use Structured Logging:

0 Adopt a structured logging format that includes relevant information (e.g.,
timestamp, severity level, source module) for easier parsing and analysis.
- Separate Logs by Severity:
0 Store logs in different categories based on severity (e.g., info, warning, error,
critical) to allow for more granular filtering and analysis.
- Avoid Logging Sensitive Data:
0 Do not include sensitive information in log messages. If necessary, log only

sanitized or obfuscated versions of sensitive data.
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Include Contextual Information:

0 Log contextual information such as user IDs, request IDs, and session IDs to
facilitate correlation with other log entries.
- Log Access and Authentication Events:
0 Record important events related to user authentication, authorization, and access
control, including successful and failed login attempts.
- Log Input Validation Failures:
0 Log instances where input validation fails to help identify potential vulnerabilities
and areas for improvement.
- Regularly Review Logs:
0 Establish a process for regularly reviewing and analyzing logs to identify security
incidents, anomalies, or performance issues.

- Implement Log Rotation:
Set up log rotation to manage log file sizes and prevent them from becoming too

large, potentially impacting system performance.
Encrypt and Secure Logs:
0 Iflogs are stored remotely or in a cloud environment, ensure they are transmitted
and stored securely, and follow encryption best practices.
- Compliance with Data Retention Policies:
0 Ensure that log retention policies align with regulatory requirements and

organizational data management policies.

15. Secure File Handling:

The guidelines for secure file uploads, downloads, and storage, as well as recommendations
for file type verification and access control as follows

» Secure File Uploads, Downloads, and Storage:
- File Upload Validation:
0 Implement strict validation checks to ensure that uploaded files conform to
expected formats and do not contain malicious content.
0 Use server-side validation in addition to client-side validation.

- Use Unique File Names:

© 2025 NPCI, all rights reserved



0 Generate unique and unpredictable file names to prevent attackers from
guessing or overwriting existing files.

Limit File Size:

0 Set size limits on uploaded files to prevent abuse of the upload functionality and
to conserve server resources.

Scan for Malicious Content:

0 Utilize antivirus or malware scanning tools to check uploaded files for known
threats.

Store Files in a Dedicated Directory:

0 Store uploaded files in a separate directory with restricted access permissions to
prevent direct access or execution.

Implement Access Controls:

0 Ensure that only authorized users have permission to upload, download, or
delete files. Use role-based access control (RBAC) if necessary.

Secure File Downloads:

0 Implement mechanisms to authenticate and authorize users before allowing them
to download files. Avoid exposing files in a predictable manner (e.g., by
incrementing URLSs).

Use HTTPS for File Transfer:

0 Always use HTTPS to encrypt data in transit when uploading or downloading
files.

Log File Upload and Download Activities:

0 Log file upload and download events for auditing purposes. Include relevant
details such as user IDs, timestamps, and file names.

Periodic Cleanup:

0 Implement a cleanup process to remove expired or unused files to conserve
storage space and reduce the attack surface.

Regular Security Audits:

0 Conduct security audits and penetration testing to identify vulnerabilities in the

file handling process.

File Type Verification and Access Control:
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File Type Verification:

0 Check the file's content and headers to ensure it matches the expected file type.
Avoid relying solely on file extensions, as they can be manipulated.

Implement a Whitelist Approach:

0 Allow only specific, safe file types to be uploaded. Block or strictly scrutinize files
with executable code or potentially dangerous formats.

Restrict Execution of Uploaded Files:

0 If possible, do not allow direct execution of uploaded files, especially in web
contexts. Use secure file storage and processing mechanisms.

Use Content Disposition Headers:

0 Set appropriate Content-Disposition headers to control how browsers handle
downloaded files, preventing them from being rendered as inline content.

Access Control Lists (ACLs):

0 Implement access control lists to restrict access to files based on user roles and
permissions. Ensure that sensitive files are only accessible to authorized users. -

Regularly Review Access Controls:

0 Periodically review and update access control settings to ensure they align with
current security policies and requirements.

Security Headers for Downloads:

0 Implement security headers like X-Content-Type-Options to enforce the
browser's handling of content types.

File Integrity Checks:
Implement mechanisms to periodically verify the integrity of stored files to detect

any unauthorized modifications.
Data Loss Prevention (DLP) Solutions:
0 Consider using DLP solutions to monitor and prevent the unauthorized transfer of

sensitive files.

16. Secure Communication:

Here are the best practices for secure communication protocols and guidelines for securing

APls and web services:
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Best Practices for Secure Communication Protocols (e.g., HTTPS, TLS/SSL):

Use HTTPS Everywhere:

0 Ensure that all communications, including data in transit, are encrypted using the
HTTPS protocol. Avoid using plain HTTP.

Use Strong Encryption Algorithms:

0 Use strong and up-to-date cryptographic algorithms, such as AES-GCM for
symmetric encryption and RSA or ECC for asymmetric encryption.

Keep SSL/TLS Libraries Updated:

0 Regularly update SSL/TLS libraries to patch vulnerabilities and ensure
compatibility with the latest encryption standards.

Secure Server Configuration:

0 Configure servers to use secure protocols, disable deprecated versions (e.g.,
SSLv2, SSLv3), and prioritize strong cipher suites.

Use HSTS (HTTP Strict Transport Security):

0 Implement HSTS headers to enforce secure connections and prevent downgrade
attacks.

Implement Perfect Forward Secrecy (PFS):

0 Enable PFS to ensure that even if private keys are compromised, past
communications remain secure.

Certificate Management:

0 Use valid, trusted SSL/TLS certificates from reputable Certificate Authorities
(CAs) to establish secure connections.

Avoid Mixed Content:

0 Ensure that all resources (e.g., images, scripts) on a web page are loaded over
HTTPS to prevent mixed content warnings.

Public Key Pinning (HPKP):
0 Consider using HTTP Public Key Pinning to enhance trust in the authenticity of

SSL/TLS certificates.
TLS Inspection:
Use trusted network security tools for TLS inspection to monitor and protect against

threats that may be hiding in encrypted traffic.
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Regular Vulnerability Scans:
0 Perform regular vulnerability assessments and security scans to identify and

address potential SSL/TLS vulnerabilities.

Guidelines for Securing APIs and Web Services:

Authentication and Authorization:

0 Implement strong authentication mechanisms (e.g., OAuth, JWT) to verify the
identity of clients accessing the API.

0 Use proper authorization mechanisms to ensure that only authorized users have
access to specific resources.

Input Validation and Sanitization:

0 Apply rigorous input validation to prevent injection attacks and ensure that only
expected data is processed by the API.

Rate Limiting and Throttling:

0 Implement rate limiting to prevent abuse of the API by limiting the number of
requests a client can make in a given time period.

Secure Endpoints:

0 Ensure that sensitive endpoints (e.g., user authentication, password reset) are
protected with additional security measures like MFA.

Data Encryption:

0 Encrypt sensitive data in transit and at rest to safeguard it from unauthorized
access.

API Versioning:

0 Use versioning to ensure backward compatibility and provide a smooth transition
for clients when making changes to the API.

Error Handling:

0 Use generic error messages and avoid leaking internal information that could be
exploited by attackers.

Audit Trails and Logging:

0 LogAPI interactions, including details like client information, request parameters,
and response status codes for auditing and troubleshooting.

Secure File Uploads/Downloads:
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Apply the same secure file handling practices to APIs, including proper validation,
sanitization, and encryption of uploaded and downloaded files.
API Gateway and Firewall:
0 Consider using an API gateway or firewall to provide an additional layer of
security, filtering and monitoring API traffic.
- API Security Testing:
0 Conduct thorough security testing, including penetration testing, to identify and

address vulnerabilities in the API.

17. Database Security:
The recommendations for secure database access and queries, as well as guidelines for

parameterized queries and database permissions as follows

» Secure Database Access and Queries:

- Use Strong Authentication:

0 Implement strong authentication mechanisms for database access, including

strong passwords, multi-factor authentication, and encryption of credentials. -
Apply the Principle of Least Privilege:

0 Grant users and applications only the minimum level of access they need to

perform their tasks. Avoid using overly permissive roles.
- Secure Connection to Database:

0 Ensure that the connection to the database is encrypted using protocols like

SSL/TLS to protect data in transit.
- Avoid Hardcoding Credentials:

0 Never hardcode database credentials in source code or configuration files. Use
secure storage mechanisms like environment variables or dedicated credential
management systems.

- Sanitize User Input for Queries:

0 Use parameterized queries or prepared statements to prevent SQL injection

attacks. Avoid directly concatenating user input into SQL queries.

- Avoid Dynamic SQL:
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0 Minimize the use of dynamic SQL queries constructed from user input, as this
can introduce security vulnerabilities.
- Limit Direct Database Access:
0 Consider using an application layer or an ORM (Object-Relational Mapping) to
handle interactions with the database, reducing the risk of direct SQL injection.
- Regularly Audit Database Activity:
0 Monitor and log database access and query activities to detect suspicious or
unauthorized actions.
- Encrypt Sensitive Data at Rest:
0 Implement encryption mechanisms for sensitive data stored in the database to
protect it from unauthorized access.
- Implement Database Activity Monitoring (DAM):
0 Use DAM tools to monitor and analyze database activities for security incidents
and policy violations.
- Keep Database Software and Patches Updated:
0 Regularly apply security updates and patches provided by the database vendor
to address known vulnerabilities.

Parameterized Queries:

- Use Prepared Statements:
0 Use prepared statements or parameterized queries provided by your database
interface to separate data from query logic.
- Input Validation and Sanitization:
0 Validate and sanitize user input before using it in a parameterized query to
ensure it meets expected formats.
- Avoid Dynamic SQL:
0 Minimize the use of dynamically generated SQL queries and prefer
parameterized queries to prevent injection attacks.
- Avoid Concatenation:
0 Refrain from directly concatenating user input into SQL queries, as this can lead
to SQL injection vulnerabilities.

Database Permissions:
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- Grant Minimal Privileges:
0 Assign the least privilege necessary for each user or application to perform their
tasks. Avoid granting unnecessary permissions.
- Use Role-Based Access Control (RBAC):
0 Group users by roles and assign permissions to roles rather than individual
users. This simplifies access control and reduces administrative overhead.
- Regularly Review Permissions:
0 Periodically review and audit database permissions to ensure they align with
current business needs and security policies.

- Revoke Unused Privileges:
Remove unnecessary or unused permissions from users or roles to reduce the

potential attack surface.
Monitor Privilege Escalation:
0 Implement monitoring and alerts for privilege escalation events to detect
unauthorized elevation of privileges.
- Limit Administrative Access:
0 Restrict administrative access to a select few trusted individuals and use strong
authentication mechanisms.

+ Database Auditing:

- Enable Auditing Features:
0 If available, enable database auditing features to track and log access and
activity.
- Log and Analyze Auditing Data:
0 Regularly review and analyze auditing logs to identify suspicious or unauthorized

activities.

18. Cross-Site Request Forgery (CSRF) Protection:

The best practices for preventing CSRF attacks, as well as techniques for generating and
validating tokens as follows

+ Best Practices for Preventing CSRF Attacks:
- Use Anti-CSRF Tokens:
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0 Generate unique tokens for each user session and include them in forms or as
headers. Validate these tokens on the server side before processing the request.
- Implement Same-Site Cookies:
0 Set cookies to be "SameSite=Strict" or "SameSite=Lax" to restrict cross-origin
requests, providing an additional layer of protection against CSRF.
- Use Content-Type Headers:
0 Check the "Content-Type" header of incoming requests to ensure they are of the
expected type (e.g., "application/x-www-form-urlencoded" or
"multipart/formdata").

- Check Referer Header:

0 Validate the "Referer" header to verify that the request is coming from the same
origin as the application.
- Include Random Request Parameters:
0 Add arandom, unpredictable parameter to sensitive requests and validate its

presence on the server side. This makes it more difficult for attackers to predict
the request.

- Implement Multi-Step Transactions:
0 For critical actions (e.g., financial transactions), use multi-step processes that
require user confirmation before the action is completed.
- Use Secure Cookies:
0 Ensure that cookies containing sensitive session data are marked as secure and
transmitted only over HTTPS.
- Avoid Using GET Requests for Sensitive Actions:
0 Use POST requests for actions that modify data or perform sensitive operations,
as they are less likely to be exploited by CSRF attacks.
- Educate Developers:
0 Train developers to be aware of CSRF vulnerabilities and incorporate anti-CSRF
measures during development.
- Security Headers:
0 Implement security headers like "Content-Security-Policy" to further control the

behavior of scripts and resources.
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Regular Security Audits:
0 Conduct regular security assessments, including code reviews and penetration

testing, to identify and address potential CSRF vulnerabilities.

Techniques for Generating and Validating Tokens:

Generate Random Tokens:

0 Use cryptographically secure random number generators to create unique tokens
that are hard to predict.

Use Time-based Tokens:

0 Include a timestamp in the token to ensure that it's only valid for a limited time
period, reducing the risk of replay attacks.

Associate Tokens with User Sessions:

0 Link tokens to specific user sessions or authentication tokens to ensure that they
are only valid for the authenticated user.

Store Tokens Securely:

0 Store tokens in a secure manner (e.g., using secure cookies, session storage, or
in-memory storage with appropriate access controls).

Validate Tokens on the Server Side:
When processing requests, validate tokens on the server side to ensure they are

legitimate and haven't been tampered with.

Rotate Tokens Regularly:

0 Consider periodically refreshing tokens to limit their exposure in case they are
accidentally leaked or compromised.

Use HMAC for Token Integrity:

0 Hash tokens using a HMAC (Hash-based Message Authentication Code) to
ensure their integrity and detect any tampering.

Include Token Versioning:

0 Include a version identifier in tokens to allow for future changes or updates
without invalidating existing tokens.

Implement Token Revocation:

0 Provide a mechanism for revoking tokens in case of suspected compromise or

when a user logs out.
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Monitor Token Usage:
0 Implement logging and monitoring to track token usage and detect any

suspicious or abnormal activity.

19. Cross-Origin Resource Sharing (CORS):

The guidelines for configuring proper CORS (Cross-Origin Resource Sharing) policies to
prevent unauthorized access as follows

* Understand CORS Basics:

Familiarize yourself with how CORS works. Understand the concepts of same-origin

policy, preflight requests, and cross-origin requests.

» Configure Server-Side CORS:

Whitelist Allowed Origins:

0 Specify which domains are allowed to access your resources. Use the
“AccessControl-Allow-Origin® header to list these origins.

Limit Allowed HTTP Methods:

0 Use the "Access-Control-Allow-Methods’™ header to restrict which HTTP methods
are permitted for cross-origin requests (e.g., GET, POST, PUT, DELETE).

Allow Credentials (if needed):

0 If your application requires sending cookies or credentials with cross-origin
requests, set the “Access-Control-Allow-Credentials™ header to “true’.

Set Custom Headers (if needed):
If you want to allow custom headers in cross-origin requests, use the

"AccessControl-Allow-Headers™ header to specify which headers are permitted.

Cache Pre-flight Responses (if applicable):

0 For requests that trigger preflight checks (e.g., complex CORS requests), use the
"Access-Control-Max-Age’ header to indicate how long the preflight response can
be cached.

Expose Custom Headers (if applicable):

0 If you have custom headers that you want to make available to client-side
JavaScript, use the "Access-Control-Expose-Headers™ header.

Handle OPTIONS Pre-flight Requests:
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0 Respond appropriately to OPTIONS requests. These are sent by the browser as
a preflight check for more complex CORS requests.

Set Fallback Policies for Non-CORS Requests:

0 Determine how your server should handle requests that do not include CORS
headers. You may choose to deny them or serve a default response.

Test and Debug CORS Policies:

0 Use browser developer tools and tools like Postman or curl to test your CORS
policies and verify that they are behaving as expected.

Keep Policies Updated:

0 Regularly review and update your CORS policies as needed, especially if your
application's requirements or architecture change.

Monitor CORS Related Logs:

0 Implement logging to track CORS-related activities and detect any suspicious or
abnormal requests.

Follow Security Best Practices:

0 Apply general web security best practices such as validating and sanitizing user
input, using secure authentication, and keeping software up-to-date to
complement your CORS configuration.

Document Your CORS Policies:

0 Document the CORS policies implemented in your application, including the
allowed origins, methods, headers, and any specific considerations.

Stay Informed about CORS Best Practices:

0 Keep up-to-date with industry best practices and security recommendations for

implementing CORS.
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20. Code Injection Prevention:
The recommendations for preventing code injection attacks and safe API usages best

practices as follows

« Code injection attacks
- Input Validation and Sanitization:
0 Validate and sanitize user input to ensure it adheres to expected formats and
doesn't contain malicious code.
- Parameterized Queries (SQL):
0 Use parameterized queries or prepared statements when executing SQL queries
to prevent SQL injection attacks.
- Escaping User Input:
0 Escape special characters in user input before using it in code, especially in
contexts like shell commands, SQL queries, and XPath expressions.
- Avoid Concatenation:
0 Avoid concatenating user input with code or query strings. This can lead to
injection vulnerabilities.
- Use Safe APIs and Libraries:
0 Utilize well-established and reputable APIs and libraries for handling tasks like
database access, file operations, and XML processing.
- Whitelist Allowed Values:
0 Implement whitelist validation, allowing only known, expected values and formats,
while rejecting or sanitizing anything else.
- Least Privilege Principle:
0 Grant the least amount of permissions necessary to perform a task. Avoid using
overly permissive roles.
- Avoid Dynamic Code Execution:
0 Minimize the use of dynamic code execution based on user input, as this can lead
to injection vulnerabilities.
- Regular Security Audits:
0 Conduct regular security audits, including code reviews and penetration testing, to

identify and address potential code injection vulnerabilities.
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Implement Security Headers:
0 Utilize security headers like Content Security Policy (CSP) to control the sources
from which content can be loaded.

Input Validation for File Uploads:
Apply strict validation checks for file uploads to ensure they conform to expected

formats and don't contain malicious content.

Best Practices for Using Safe APIs and Libraries:

Choose Well-Maintained Libraries:

0 Use libraries and APIs that are actively maintained, have a strong community, and
regularly receive security updates.

Validate Library Authenticity:

0 Download libraries from official sources or trusted repositories to ensure they
haven't been tampered with.

Stay Updated:

0 Keep libraries and APIs up to date to benefit from the latest security features and
patches.

Use Secure Communication:

0 If the library communicates over a network, ensure it uses secure protocols (e.g.,
HTTPS, TLS) to protect data in transit.

Check for Known Vulnerabilities:

0 Regularly check if the libraries or APIs you use have any known security
vulnerabilities using tools like the National Vulnerability Database (NVD).

Review Documentation and Examples:

0 Thoroughly read the documentation and usage examples provided by the library
to understand best practices and security considerations.

Implement Proper Error Handling:

0 Handle errors gracefully and avoid exposing sensitive information that could be
exploited by attackers.

Consider Community Feedback:

0 Look for reviews, community discussions, and feedback on forums or developer
communities to gauge the reputation and security of a library.

Monitor Security Advisories:
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0 Stay informed about security advisories and updates related to the libraries and
APIs you use.

Fallback Mechanisms:

0 Implement fallback mechanisms or alternative strategies in case a library or API

experiences unexpected issues or vulnerabilities.

21. Security Headers

Implementing security headers is a crucial aspect of web application security. Here are
guidelines for implementing key security headers in web applications:

+ Content Security Policy (CSP):

Define a CSP Policy:

0 Clearly define and implement a Content Security Policy specifying the allowed
sources for various types of content (e.g., scripts, styles, images).

Use the "default-src’ Directive:

0 Set a default policy to specify the default sources for content types that are not
explicitly defined in other directives.

Limit Inline Scripts and Styles:

0 Minimize the use of inline scripts and styles. Use “'unsafe-inline" sparingly and
prefer using nonces or hashes for script and style elements.

Implement Nonces or Hashes:

0 Generate and include nonces or hashes for inline scripts and styles to whitelist
specific trusted sources.

Use “script-src™ and “style-src’ Directives:

0 Explicitly specify the allowed sources for scripts and styles to prevent the
execution of malicious code from untrusted origins.

Set ‘report-uri’ or ‘report-to™:

0 Configure a reporting endpoint to receive violation reports. This helps in
identifying and addressing policy violations.

Enforce the Policy:

0 Setthe CSP header using the "Content-Security-Policy” HTTP header or

equivalent meta tag in the HTML document.

»  Strict-Transport-Security (HSTS):

Set a Long Max-Age Value:
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0 Use a significant value (e.g., 1 year) for the ‘'max-age” directive to ensure
browsers enforce HTTPS for a long duration.
- Use the ‘includeSubDomains’ Directive (if applicable):
0 If applicable, include the “includeSubDomains’ directive to enforce HSTS across
all subdomains.
- Include the “preload’ Directive (optional):
0 Submit your domain to the HSTS preload list to have browsers automatically
enforce HSTS without any initial connection.

- Implement a Fallback Mechanism:
Consider implementing a fallback mechanism to handle scenarios where HTTPS

is not available or fails.
X-Content-Type-Options:
- Set "nosniff':
0 Include the “X-Content-Type-Options: nosniff' header to prevent browsers from
interpreting files as a different MIME type.
X-Frame-Options:
- Use 'DENY" or 'SAMEORIGIN':
0 Setthe "X-Frame-Options’ header to 'DENY" or 'SAMEORIGIN' to prevent your
web pages from being displayed in frames from other domains.

Referrer-Policy:

- Set an Appropriate Policy:
0 Choose a referrer policy that suits your application's needs, such as “no-referrer’,
‘no-referrer-when-downgrade’, or others.
Cross-Origin-Resource-Policy (CORP):
- Set 'same-origin’ or ‘'same-site’:
- Use the "Cross-Origin-Resource-Policy™ header to control which origins are allowed to
load resources like scripts and styles.

Feature-Policy (if applicable):
- Control Allowed Features:

0 Use the "Feature-Policy” header to specify which browser features are allowed to
be used on your site, such as geolocation, camera, microphone, etc.

Expect-CT (Certificate Transparency):

- Enforce Certificate Transparency:
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0 Setthe "Expect-CT header to enforce that only certificates appearing in public
logs are accepted.
+ Permissions-Policy (if applicable):
- Define Appropriate Permissions:
0 Use the "Permissions-Policy’ header to specify which features and APIs are
allowed to be used on your site, such as geolocation, camera, microphone, etc.
* Regularly Test and Monitor:
- Regularly test your application's security headers using tools like security scanners or
browser developer tools. Monitor for any violations or anomalies in reporting.
Remember to thoroughly test the implementation of security headers to ensure they don't
inadvertently block necessary functionality in your application. Regularly review and update

these headers as needed to maintain optimal security.

22. Session Management:
The best practices for handling user sessions securely, as well as recommendations for

session timeout, secure cookies, and token management as follows

» Best Practices for Handling User Sessions Securely:
- Use Strong Session IDs:
0 Generate session IDs that are long, random, and unpredictable. Avoid using
easily guessable or sequential values.
- Implement Session Timeout:
0 Set areasonable session timeout period to ensure that inactive sessions are
automatically invalidated.
- Use HTTPS for All Communication:
0 Ensure that the entire session, including login, is conducted over HTTPS to
protect session data in transit.
- Store Sessions Server-Side:
0 Store session data securely on the server side, rather than in client-side storage
like cookies or local storage.
- Avoid Storing Sensitive Information in Sessions:
0 Refrain from storing highly sensitive data in the session, and prefer server-side

storage or token-based solutions for such information.
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Regularly Rotate Session IDs:

0 Periodically rotate session IDs to mitigate session fixation attacks and protect
against session hijacking.

Validate Session Data:

0 Always validate session data to ensure it hasn't been tampered with by the client.

Implement Session Revocation:

0 Provide a mechanism to invalidate or revoke sessions if a user logs out or if
suspicious activity is detected.

Secure Session Management Across Subdomains:

0 If applicable, implement a consistent session management approach across
subdomains using techniques like wildcard cookies.

Handle Session Expiration Gracefully:

0 Clearly communicate to users when their session is about to expire and allow
them to renew or re-authenticate if necessary.

Logging and Monitoring:

0 Log session-related activities and monitor for unusual patterns or suspicious
behavior.

Session Timeout:

0 Set a Reasonable Timeout Period:

0 Determine an appropriate session timeout period based on your application's
requirements. Consider factors like user activity patterns and security needs.

Implement Idle Timeout:

0 Configure sessions to expire after a period of user inactivity to reduce the risk of
unauthorized access.

Secure Cookies - Use Secure and HttpOnly Flags:

0 Setthe "Secure” flag to ensure that cookies are only transmitted over HTTPS.
Use the "HttpOnly" flag to prevent client-side script access.

Set SameSite Cookies:

0 Use the "SameSite" attribute to prevent cross-origin requests from sending
cookies. Consider using "SameSite=Strict" for added security.

Specify Cookie Path and Domain:
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0 Limit the scope of cookies by setting the "Path’ and ‘Domain’ attributes to restrict
where cookies can be sent.
- Rotate Session Cookies:
0 Periodically change session cookies to mitigate the risk of session theft or
cookiebased attacks.
- Token Management:
0 Use JWT (JSON Web Tokens) Securely:
0 [Ifusing JWTs, ensure they are properly signed and encrypted to prevent
tampering or unauthorized access.
- Rotate Refresh Tokens:
0 If your application uses refresh tokens, consider rotating them periodically to limit
their exposure.
- Store Tokens Securely:
0 Store tokens in a secure manner, such as in an HTTP-only cookie for added
protection against cross-site scripting attacks.

- Implement Token Expiration:
Set reasonable expiration times for tokens to limit their validity and reduce the risk

of unauthorized access.
Handle Token Revocation:
0 Provide a mechanism for revoking tokens in case of suspected compromise or

when a user logs out.

23. API Security:

Designing and securing APlIs is crucial for protecting sensitive data and ensuring that only
authorized users can access resources. Here are guidelines for designing and securing APls:

* Authentication and Authorization:
- Use Strong Authentication Mechanisms:
0 Implement robust authentication methods like OAuth, JWT (JSON Web Tokens),
API keys, or tokens to verify the identity of clients accessing the API.
- Implement Role-Based Access Control (RBAC):
0 Assign specific roles to users or client applications and grant permissions based

on those roles to control access to resources.
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Apply Proper Access Controls:
0 Ensure that only authorized users or applications have access to specific API
endpoints and resources.
- Use OAuth for Third-Party Access:
0 If your API allows third-party access, consider using OAuth to securely delegate
authorization without exposing user credentials.
- Implement Token-Based Authentication:
0 Use tokens (e.g., JWT) for authentication to provide secure and stateless
sessions.
- Enforce Strong Password Policies:
0 If passwords are involved, enforce strong password policies and consider using
multi-factor authentication for added security.

Input Validation and Sanitization:

Validate and Sanitize User Input:
0 Ensure that all input from clients is validated and sanitized to prevent injection
attacks, such as SQL injection or XSS.
- Avoid Direct Execution of User Input:
0 Do not execute code or scripts directly from user input. Instead, process and
validate input before using it.
- Use Parameterized Queries:
0 For database operations, use parameterized queries or prepared statements to
prevent SQL injection attacks.
- Limit Request Sizes:
0 Set limits on the size of requests to prevent abuse and protect against attacks like
Denial-of-Service (DoS).

Secure Communication:
- Use HTTPS:

0 Always use HTTPS to encrypt data in transit and prevent eavesdropping or
tampering of sensitive information.
- Implement TLS/SSL:
0 Configure servers to use the latest and most secure versions of TLS/SSL

protocols to protect against known vulnerabilities.
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- Secure API Keys and Tokens:
0 Use secure methods to generate, store, and transmit API keys and tokens. Avoid
hardcoding them in client-side code.

Error Handling and Response Codes:

- Provide Meaningful Error Messages:
0 Offer informative error messages for clients while avoiding the disclosure of
sensitive information.
- Use Appropriate HTTP Status Codes:
0 Return the correct HTTP status codes to indicate the outcome of an API request
(e.g., 200 for success, 401 for unauthorized, 404 for not found).
- Implement Rate Limiting:
0 Enforce rate limits to prevent abuse and protect against brute-force or DoS
attacks.

Audit Trails and Logging:

- Log Access and Authentication Events:
0 Record important events related to user authentication, authorization, and access
control, including successful and failed attempts.
- Regularly Review Logs:
0 Establish a process for regularly reviewing and analyzing logs to identify security
incidents, anomalies, or performance issues.
Throttling and Rate Limiting:

Implement Throttling:
Limit the number of requests a client can make in a given time period to prevent

abuse or overloading the API.

Set Rate Limits:

0 Define specific rate limits for different types of requests based on the needs of
your application.

Regular Security Audits and Testing:

- Conduct Security Assessments:
0 Regularly perform security audits, including code reviews and penetration testing,
to identify and address potential vulnerabilities.

- Automated Security Scans:
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0 Use automated security scanning tools to identify common vulnerabilities in your
API.
» Documentation and Education:
- Provide Comprehensive Documentation:
0 Clearly document how to use the API, including authentication requirements,
available endpoints, and expected responses.
* Educate Developers:
0 Ensure that developers understand the best practices for using and securing the

API, including authentication and input validation.

24. Dependency Management and Patching:
Managing third-party libraries and keeping them up-to-date is a critical aspect of maintaining
the security of your applications. Here are recommendations for effectively managing

thirdparty libraries:

* Regularly Monitor for Vulnerabilities:
- Subscribe to Security Alerts:

0 Keep track of security announcements and updates for the libraries you use.
Subscribe to mailing lists, forums, or tools that provide notifications about
vulnerabilities.

- Use Vulnerability Databases:

0 Utilize resources like the National Vulnerability Database (NVD), GitHub Security
Advisories, or other vulnerability databases to stay informed about known
vulnerabilities.

» Establish a Library Management Process:

- Create a Library Inventory:
0 Maintain a comprehensive list of all third-party libraries and dependencies
used in your application, along with their versions.

- Automate Dependency Scanning:

0 Use automated tools to scan your codebase for dependencies and identify
outdated or vulnerable versions.
- Document Library Usage:
0 Keep records of why each library is used, which parts of the application depend

on them, and whether there are suitable alternatives.
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» Prioritize Critical Updates:

- Focus on High-Impact Vulnerabilities:
0 Prioritize addressing critical and high-severity vulnerabilities, as they pose the
greatest risk to your application's security.
- Evaluate Impact and Risk:
0 Assess the potential impact of a vulnerability based on your application's use of
the affected library. This can help you prioritize updates.

» Establish Update Procedures:

Schedule Regular Updates:
0 Setaregular schedule for reviewing and updating third-party libraries. This can be
monthly, quarterly, or as needed based on the nature of your application.
- Test Updates in a Staging Environment:
0 Before deploying updates to production, thoroughly test them in a staging
environment to ensure they do not introduce new issues or break functionality.
- Use Version Pinning (if appropriate):
0 Consider using version pinning or lock files to ensure that only specific versions of
libraries are used, reducing the risk of unintentionally introducing vulnerabilities.
- Consider Automated Dependency Management:
- Use Dependency Management Tools:
0 Employ dependency management tools (e.g., npm, pip, Maven) that can
automatically check for and apply updates to libraries.
- Leverage Continuous Integration/Continuous Deployment (CI/CD) Pipelines:
0 Integrate automated dependency scanning and updates into your CI/CD pipelines

to ensure that libraries are regularly checked and updated.

Establish a Rollback Plan:
- Prepare for Contingencies:

0 Have arollback plan in case an updated library introduces unexpected issues
or conflicts with your application.

- Monitor for Regressions:
0 Keep a close eye on the application after updating libraries to detect any
regressions or new issues.

* Maintain a Security-Focused Development Culture:
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- Educate Development Teams:
0 Train developers to be aware of the importance of timely library updates and how
to handle them securely.
- Perform Security Reviews:
0 Include library management in code reviews and security assessments to ensure
best practices are followed.

+ Keep Documentation Updated:

- Document Updates and Changes:
0 Maintain documentation that logs the updates, changes, and any security

improvements made when updating libraries.

25. Security Testing and Code Reviews:
Conducting security assessments is a crucial part of ensuring the robustness and security of
applications. Here are guidelines for conducting security assessments, including static

analysis, dynamic analysis, and code reviews:

« Static Analysis:

- Automated Code Scanning:
0 Use static analysis tools to scan source code for potential security vulnerabilities,
such as code linters, static analyzers, and security-focused scanners.
- Custom Code Rules:
0 Configure static analysis tools with custom rules that are specific to your
application and industry best practices.
- Regularly Integrate Static Analysis:
0 Integrate static analysis tools into your CI/CD pipeline to automate the process
and catch vulnerabilities early in the development lifecycle.
- Address False Positives and Negatives:
0 Regularly review and triage the results of static analysis scans, addressing false
positives and ensuring that true vulnerabilities are not overlooked.

- Consider Data Flow Analysis:
Use tools that perform data flow analysis to trace how data is used and potentially

mishandled within the codebase.

* Dynamic Analysis:
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Conduct Security Testing:

0 Perform dynamic security testing, including penetration testing, vulnerability
scanning, and fuzz testing, to identify vulnerabilities in running applications.

Test for Common Web Application Vulnerabilities:

0 Check for common vulnerabilities like SQL injection, Cross-Site Scripting (XSS),
Cross-Site Request Forgery (CSRF), and others.

Test for Authentication and Authorization Flaws:

0 Assess the effectiveness of authentication mechanisms and verify that access
controls are enforced properly.

Include Input Fuzzing:

0 Use fuzz testing techniques to systematically test inputs with various data sets to
uncover unexpected behavior or vulnerabilities.

Conduct Security Headers Testing:

0 Verify that security headers (e.g., Content Security Policy, Strict Transport

Security) are properly implemented and effective.

Code Reviews:

Involve Experienced Reviewers:

0 Engage experienced security experts or developers with security knowledge to
perform code reviews.

Adopt Secure Coding Practices: (Refer this document)

0 Review code against established secure coding guidelines, checking for
adherence to best practices in areas like input validation, authentication, and
access control.

Review Third-Party Libraries:

0 Scrutinize the use of third-party libraries and ensure they are kept up-to-date with
security patches applied.

Focus on Sensitive Operations:

0 Pay special attention to code that handles sensitive data, authentication,
authorization, and cryptographic operations.

0 Use Code Review Checklists: (Refer this document) Documentation and
Reporting:

Document Findings and Recommendations:
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Thoroughly document all identified vulnerabilities, including their severity, impact,
and recommendations for remediation.

Provide Remediation Guidance:

0 Offer clear and actionable guidance on how to address each identified
vulnerability or security issue.

- Report Prioritization:

0 Prioritize and categorize findings based on severity, likelihood of exploitation, and

potential business impact.

* Continuous Improvement:

- Learn from Findings:
0 Use the results of security assessments as opportunities for learning and
improvement, both in terms of code quality and secure development practices.
- Iterate on Security Controls:
0 Continuously refine and strengthen your security controls based on the lessons

learned from security assessments.

26. Incident Response and Reporting:
The below are procedures for reporting and responding to security incidents or vulnerabilities

in five concise points:

* Report Promptly: Encourage prompt reporting of any suspected security incidents or
vulnerabilities through established channels.

+ Initial Assessment: Acknowledge receipt and conduct an initial assessment to understand
the nature and potential impact of the incident or vulnerability.

+ Containment and Mitigation: Take immediate steps to contain the incident or vulnerability
and implement temporary mitigations to prevent further harm.

* Investigate and Resolve: Conduct a thorough investigation to identify the root cause,
implement a permanent fix, and ensure the incident does not recur.

+ Documentation and Review: Document all actions taken, review the incident response

process, and update procedures based on lessons learned for future improvements.
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27. Examples:

txtUserId = getRequestString(“"UserId");
txtSQL = "SELECT * FROM Users WHERE UserId = " + txtUserId;

SQL Injection Based on 1=1 is Always True

If there is nothing to prevent a user from entering "wrong" input, the user can enter some
"smart" input like this:

Userld: |105 OR 1=1 |

Then, the SQL statement will look like this:

SELECT * FROM Users WHERE Userld = 105 OR 1=1;

The SQL above is valid and will return ALL rows from the "Users" table, since OR 1=1 is

always TRUE.

Does the example above look dangerous? What if the "Users" table contains names and

passwords?

The SQL statement above is much the same as this:

SELECT Userld, Name, Password FROM Users WHERE Userld = 105 or 1=1;

A hacker might get access to all the usernames and passwords in a database, by simply

inserting 105 OR 1=1 into the input field.
SQL Injection Based on ""="" is Always True

Here is an example of a user login on a web site:

Username:
‘John Doe ‘

Password:

‘ myPass ‘

Example:
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uName = getRequestString("username");
uPass = getRequestString("userpassword");
sql = 'SELECT * FROM Users WHERE Name ="' + uName + '" AND Pass ="' + uPass + '"'

Result

SELECT * FROM Users WHERE Name ="John Doe" AND Pass ="myPass";

A hacker might get access to usernames and passwords in a database by simply inserting "
OR ""="into the username or password text box:

User Name:

n or l|||=|'| ‘

Password:

n Or lII|=H ‘

The code at the server will create a valid SQL statement like this:

Result

SELECT * FROM Users WHERE Name ="" or ""="" AND Pass ="" or ""="";

The SQL above is valid and will return all rows from the "Users" table, since OR ""=""is
always TRUE.

Use SQL Parameters for Protection

To protect a web site from SQL injection, you can use SQL parameters.

SQL parameters are values that are added to an SQL query at execution time, in a
controlled manner.

EXAMPLE CODE IN PYTHON:
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rt mysql.connector

f execute_guery(query, params):
conn = mysqgl.connector.connect(
host="1localhost",
user="your_us
password="
database=
)
cursor = conn.cursor()
cursor.execute(query, params)
result = cursor.fetchall()
conn.commit()
conn.close()
return result

username = "
password = '

query = “SELECT * FROM users WHERE username =
params = (username, password)

result = execute_query(query, params)
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EXAMPLE CODE IN GO:

nc main() [{

db, err

if err 11
panic(err.Error()

er db.Close()

username :
password :

stmt, err :=
if err | 1 {
panic(err.Error()

~ stmt.Close()
rows, err := stmt.Query(username, password)

if err I=
panic(err.Error()

for rows.Next() {

EXAMPLE CODE IN JAVA:

Prepared statements are the most effective way to prevent SQL injection. They use
parameterized queries to separate SQL code from user input.

Example 1:

etUserInput();

FROM users WHERE username = ?"

3
PreparedStatement preparedStatement = connection.prepareStatement(sql);

preparedStatement.setString(1l, userInput);
ResultSet resultSet = preparedStatement.executeQuery();

Example 2:
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- java.util.regex.¥;

ic (String[] args) {
String name John"; SE

if (Pattern.matches("[A-

& onnection conn = DriverManager.getConnection(”jdbc:mysql://localhost/mydatabase”,
"username”, “password");
PreparedStatement stmt = conn.prepareStatement("SELECT * FROM users WHERE name =

) {

stmt.setString(1, name);
ResultSet rs = stmt.executeQuery();

i (rs.next()) {
System.out.println(rs.getString("name™));

} (SQLException e) {
e.printStackTrace();|

1

¥

e

System.out.printIn("Invalid name");

Example 3:

java.sql.*;

le {
E 1 main(String[] args) {
String name = "John"; // User ir

(Connection conn = DriverManager.getConnection("jdbc:mysql://localhost/mydatabase”,
"username”, "password”);
PreparedStatement stmt = conn.prepareStatement("SELECT * FROM users WHERE name = ?"))

{

stmt.setString(1, name);

ResultSet rs = stmt.executeQuery();

hile (rs.next()) {
System.out.println(rs.getString(“"name"”));

}
(SQLException e) {
e.printStackTrace();
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Example in Java using regular expressions for input validation:

1. Use ORM (Object-Relational Mapping) Frameworks: ORM frameworks like Hibernate
or JPA automatically handle SQL queries and parameterization, reducing the risk of SQL
injection.

2. Input Validation: Validate user input to ensure it adheres to expected formats and
length before using it in SQL queries.

ing userInput = getUserInput();
if (isValidInput(userInput)) {
* FROM users WHER isername "" + userInput +

1. Escaping User Input: If you can't use prepared statements, escape user input to make it
safe for SQL queries.

String userInput = getUserInput();
String sanitizedInput = sanitizeInput(userInput);

wim

String sql = "SELECT * FROM users WHERE username = '" + sanitizedInput +

Use an SQL Injection Scanner: Regularly scan your application for potential SQL injection
vulnerabilities using tools like OWASP ZAP or SQLMap.

Remember that using prepared statements is the recommended and safest approach. The
other methods mentioned should be considered only if you cannot use prepared statements
for some reason.

VIII. Examples, specific to file handling and error handling:
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Example:
java.io.BufferedReader;
java.io.File;

t java.io.FileInputStream;
java.io.FileWriter;

File Handling

- java.io.IOException;
- java.io.InputStream;
t java.io.InputStreamReader;

t org.slf4j.Logger;
t org.slf4j.LoggerFactory;

void main(St

"

file = new File("example

ileInputStream fstream
; ;

eredReader br =
fstream = new FileInputStream("filepath");
br = new BufferedReader(new InputStreamReader(fstream));

String strLine ;

(strLine = br.readLine

log.info(strLine);

log.info( created: " + file.getAbsolutePath());

log.error("IOException occurred in main method",e);
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log.error(" securred while br.cle n main method",e);

}

if (fstream != null) {

fstream.close();
}catch (I0

log.error(' ) fstream.cl in main method",e);

Error Handling Example:

rt org.slf4j.Logger;
t org.slf4j.LoggerFactory;

ErrorHandl xample {

r log= LoggerFactory.getlogger(ErrorHandlingExample.class);
args) {

int result = divide(l1@, ©);
log.info("Result: " + result);

catch (Arith
log.error( error occurred: " + e.getMessage(),e);

int divide(int dividend, int divisor) f{
1 dividend / divisor;

IX. Implementing strong password policies, requirements for length, complexity, and regular
password updates to ensure consistent implementations across all NPCI applications.

(may vary based on business requirements across products but we should adhere to
the basic standard)

Standard Password policy requirement:

Length: Password should be between 8 and 16 characters in length.
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Complexity: Password must contain at least one uppercase letter, one lowercase letter, one
digit, and one special character.

Regular Updates: Password should be updated periodically to ensure security. (60 days).

X. Logging Levels and actual examples of log entry:

Common logging levels along with examples of log entries:

Off: No log messages are generated.
Example: No log entries are produced.

Verbose: Highly detailed logs, often used for fine-grained debugging.
Example: Entering method calculateTotal() in class ShoppingCart. Cart items: 5
Trace: Extremely detailed logs, often used for low-level debugging.

Example: "Trace: Entering function 'calculateTotal()'. Input params: x=5, y=10."

Information: Log entries that provide general information about the application's state or
important events.

Example: User logged in successfully. Username: john.doe

Warning: Log entries that indicate Potential issues or anomalies that may not cause errors.

Example: "Warning: Deprecated function 'xyz()' is being used."

Error: Non-fatal errors that may impact application functionality.

Example: "Error: File not found: example.txt."

Critical: Log entries that indicate critical errors or failures that require immediate attention
and may lead to application failure.

Example: Database connection lost. Unable to retrieve user data. Application is in an
unstable state.
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28. References:
Here are the few resources for further learning and implementation in the field of secure
coding:

- Java Practices and Conventions ( https://docs.oracle.com/javase/tutorial/index.html )
- Effective Go (https://go.dev/doc/effective _go)

- Python Tutorial ( https://docs.python.org/3/tutorial/index.html ,

https://docs.python.org/3/tutorial/classes.html )

- OWASP (Open Web Application Security Project): https://owasp.org offers a wide range

of resources, including articles, tools, and best practices for secure coding.

- NIST (National Institute of Standards and Technology)

https://nvipubs.nist.gov/nistpubs/SpecialPublications NIST provides a comprehensive

guide to security and privacy controls for federal information systems.

- SANS Institute - Reading Room: https://sans.org/reading-room SANS offers a collection

of research papers and articles on various topics related to information security.

- Mozilla Web Security Guidelines: https://infosec.mozilla.org/quidelines/web security

provides a set of guidelines and best practices for web security.

- Google Web Fundamentals - Security:

https://developers.google.com/web/fundamentals/security , Web Fundamentals includes a

section on security with articles and resources for secure web development.
- Microsoft Security Development Lifecycle

(SDL):https://microsoft.com/enus/securityengineering/sdl Microsoft's SDL provides

guidance on secure software development practices.
- CERT (Computer Emergency Response Team) Secure Coding Standards:
https://wiki.sei.cmu.edu/confluence/display/seccode/SEI+CERT+Coding+Standards

coding standards and best practices for secure software development.

- GitHub Security Lab: https://securitylab.qithub.com provides various resources, including

articles, tools, and projects related to secure coding.

- CWE (Common Weakness Enumeration) Top 25 Most Dangerous Software Errors:

https://cwe.mitre.org/top25/archive/2021/index.html list identifies the most common and

impactful software weaknesses.

« Security Headers: https://securityheaders.com provides information and tools to help

implement security headers in web applications.
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